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PerynauuMoHeH NbT

EU 2016/1148 SaKOH 38 Nos3akoHOBU NIS 2
KnbepcurypHocT
(NIS)

*  06.06.2016 *  13.11.2018 *  HauuoHasnHa cTpaTterua
*  flceH obxBaT Ha *  [lobaBeHa AbprKaBHa 3a knbepcurypHoct

opraHusayuuTe aAMUHUCTpaLUA *  Hapegba 3a
*  YCTaHOBABA BPb3KUTE *  YcTaHoBABaT ce MWHUMa/THUTE

MeXay opraHusauuuTe HauWOHaNHUTE M3NCKBAHKA 34

B EBpona CTPYKTYpH MpexoBa u

MHPOPMALMOHHA

*  M3meHeHue Ha 3EY u
curypHocT ( HMUMMC)

30IM



NMpeBaHTUBHU OEeNCTBUSA

e 3a0b/MHKUTENHU N3UCKBaHMA — CISO, npouecn no ynpasneHune Ha NC,

TEXHNYECKIN MEP KU

e DNSSEC, DMARC, SPF, WAF, DDoS 3awumTa.

e [106M

e [IpPOBEPKU — MNNAHUNPAHU 1 MO CUTHaT

e BCUMUYKM CUCTEMMU, CBBP3AHU C e/TEKTPOHHO YyrpaBreHme — secure by
design

e CKaHMpPaHe 3a YA3BMMOCTU



KnéepcurypHocTt B bbnrapus

MuHUCTEpCKU CbBeT CyCLONe
NETWORK

CERT-BG/
HEPUKC

Kunbep

npecTbhnneHns
CekTopeH CekTopeH CekTopeH

EPUKC EPUKC EPUKC

§}: MINISTRY OF ELECTRONIC GOVERNANCE




Eckanaumda Ha MHUMUAOEHT

e J[lO24.0OTyCTaHOBABaAHETO — OOKJ/1a4
CEPUKC/HEPUKC

e J[lo5 pab goHW NbNHa MHPoPMaLLMA

EBponeuncka

CEPUKC HEPUKC HCKC
KoMucus




PyHKUMU Ha HEPUKC / CERT-BG u MEY

KOHTaKTHa 1 KOOpOMHALMOHHA TOYKA
ObobLeHne, aHanm3 1 goknagu

[MpegocTaBaHe Ha CbBETU U MPEMOPbBKU
ExkcnepTHa nogkpena npum BHegpsaBaHe Ha CYCV
MeXayHapoaHWN MPEXK 3a CbTPYAHMYECTBO
(M3rpaxxkga ce) AHanM3 Ha 310BpedeH Koa,
(n3rpaxxkga ce) NocT-nHUMaeHTeH aHanms3

(B mpouec) Responsible disclosure

(B Mpouec) obLecTBO Ha XopaTa, paboTelm KMbepCcurypHocCT
(B mpouec) Rapid Response Teams

(MmpoekT) Pentest



EU opraHmsauumm B KW6epCUrypHocCTTa

e ENISA
o CSIRT Network

o CyCLONe
e (B npouec) ECCCum HKL],



rr—
O === YnpasnfBa cpeAcTaBa 3a KnbepcurypHoct no nporpamu Digital Europe and Horizon U ECCC H
Europe 2021-2027

f800 === ®acunauTMpa 1 KOOPAMHA MPeKaTa OT HaLMOHA/IHM LIEHTPOBE M eBponeiicKaTa
0obLocTTa € uen pa3BuTue Ha TexHonorMnTe B 06/1acTTa Ha KnbepcurypHocTTa

j ' Moakpensa o6LWOHOCTHOTO UHBecTUpaHe oT EC n IYEY, KakTo U uHAyCcTpuATa,

==) HauuoHa/Ha KOHTaKTHa TOYKa 3a bl obulocTTa rr.r i BNCC

=== JlonpuHacaA 3a cTpaTernyeckute ueam Ha H1Bo EC / PaboTHuM nporpamm U

==p [IPOMOTHPA YHACTUETO B TPAHC-HALUMOHA/IHN NPOEKTU U AENHOCTU, NnoakpeneHn ot EC
nporpamure

==) OueHABa 3aABKUTE Ha OpraHM3aumnm ga 6baat vact ot Ob6LWHOCTTa

m=)  [leliCTBa KPOC-CEKTOPHO, HAZOPraHN3aLUMOHHO

m=p  M3rparkga o6WOoHOCTTa M NPOMOTMPA TEXHOIOTMYHUTE KanauuTeTm

=) [lpeaocTaBa unmn dacmanTupa A0CTbNO A0 OAUTU UK TEXHONOTMYHM ( TeCTOBO 0bopyasaHe, KMbep-NnoaUroHn u ap. ) unn
KOHCYNTAUMOHHW ycayru ( topuaANYECKU, eTUYHM )

m=) Pa3BuMBa yyacTMeTO Ha peneBaHTHUTE OpraHM3aLnmn B AENHOCTUTE, MOPOAEHN OT KOOPAMHALUNOHHUTE LLEHTPOBE, MpeXKaTa

unu obuioctTa



NIS 2

e OvyakBa ce npe3s eceHTa Ha 2022

e OOHOBgABaHe Ha 3KC npe3 2023

e PasuwmpaBaHe Ha obxBaTa 0o 17 cekTopa
e [1106M no mogena Ha GDPR

e [lopa3BMBaAT Ce€ KOOPAMNHALUMNOHHUTE MPEXMN



EU Cyber Resilience Act

e 3a npomnsBoguTenmTe — NnogodbpeHmne Ha
CUINYPHOCTTa Ha MPOAYKTUTE MNpe3 LeNnaT XU3HeH
LMK

e KoxepeHTHa paMKa 3a KMbepCUrypHocCT,
CbOTBETCTBME 3a NPOM3BOOUTENUTE

e [loBMLIABaAHE Ha TPAHCMaPEeHTHOCTTa 3a
CUIYPHOCTTa Ha MPOoAOYyKTUTE

e [lo3BoONABa NoTpedbuTenm n dGMpMmM ga N3non3saT

NPoAyKTHNTE Mo CnrypeH HadyH



Bbnpocu ?

p.kirkov@egov.government.bg
https://egov.government.bg
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