KAK BUK ONMEPATOPA CTABA
KUBEP3ALLUTEH?

KAKBO MOXXETE AA NOCTUITHETE B KPATKU CPOKOBE?

KOHCTAHTUH TOMAHOB, AUPEKTOP ,,KUBEPCUT'YPHOCT"
MUPOC/IAB revEB, AUPEKTOP ,MHTEPHET HA HELWATA"
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2 600 HOBU YA3BUMOCTHU Ce
nosiBABaT BCEKU Mecell
npe3 2022r. ToBa e 25%
pbCcT cnpsaMo 2021r.

10% oT aTakurte*
M3non3BaT cTapm
YSiI3BUMOCTM Ha noBeuye oT
2 roaovHum

B 60% oT cnyuauTte
HeoTCTpaHeHUuTe
YA3BUMOCTU BOAAT A0
M3TUUYaHEe Ha AaHHU
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KAK A NTOCTUITHETE MHOIo C MAJIKO?

PerynsapHo ckaHMpaHe 3a MOHMTOPUHI HA KPaUHUTE 24 X7 MOHUTOPUHT Ha
YyS3BUMOCTHU TOUKMU B Mpe)XaTa cucteMuTe
(Vulnerability (Endpoint Detection and (Advanced Security
Assessment) Response) Operations Center)

) -



Peryn;lpl-lo CKaHUpaHe 3a YyA3BMUMOCTH

Kak paboTun?

CucteMaTta ckaHupa yanata UT nHopacTpykTypa Ha
opraHu3auusTa 1 BCIKO YCTPOMCTBO CBbP3aHO KbM Hesl.
ToyHOCTTa Ha pe3ynTaTuTe OT CKaHMPAHETO e 99.999%.

KakBo nonyuyaBaTte?

[loknag, KOMTO NoKasBa YA3BMMOCTUTE Ha BCAKO aKTUBHO
YyCTPOMCTBO BbB BallaTa Mpexa, NpuopmuTU3npa ya3BUMOCTUTE U
B/ [1laBa KOHKPETHMU HACOKM KaK [a ' eNIMMmnHmpare.

Kak B noMmara ga ce 3awmturte?

OrpaHuyaBaTe Bb3MOXHOCTUTE, KOUTO MOraT [ia 3acTpalaT
CUTYPHOCTTAa Ha BallaTa Mpexa.

OpraHM3sauum, C KOMTOo Beue paboTum:
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3awmTa Ha KpaﬁHMTe TOYKM B MpeXaTa

Kak paboTun?

MHCTaﬂMpa ce Ha pa6OTHl/I CTaHUMN U CBPBBPHU CUCTEMU N Clien
3a noao3puTenHun OEeNCTBUSA UK ONUTK 3a NMPOHMKBaHe.

KakBo nonyuyaBaTe?

ABTOMaTUUYHO U30MpPaHe Ha KpamHaTa ToUKa OT Mpe)kaTa B

cny4ai Ha NPOHUKBaHe UK ,aTaka" KbM Hes. Jonb/HUTENHO
npeacTtasa MHPopMaLns 3a CTPyKTypaTa U TEXHONOrMYHaTa
NbTeKa Ha aTakaTa, c uen 6baella sawmTa.

Kak B noMmara ga ce 3awmturte?

MpoakTUBHO NpeMaxBa 3annaaxu, npeau aa NpUYNHAT LWeTun.

OpraHM3sauum, C KOMTOo Beue paboTum:

130.7K 673.7K 433.1K 71.9K
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Advanced Security Operations Center

Kak paboTun?

24x7 HabnogeHne Ha UT pecypcuTe Ha opraHmsaymaTa ot
KBanuouumpaH ekmn ot KubepexkcnepTu.

KakBo nonyuyaBaTe?

24x7 3awmTa oT KnbepaTakm Ha BawaTta UT cpena n MUrHOBEHa
peakuus B Cilyyan Ha peanHa 3annaxa. bes kanntanosu
MHBECTULUMN B MHPPACTPYKTypa, 63 MnHBecTUUMS B COGCTBEH
ekun, 6e3 MHBECTMLMNA B TEXHONOMMW.

Kak B noMmara ga ce 3awmturte?

OTKpMBa W HeyTpanuanpa aTakmTe nNpeau Aa NPUUMHAT WeTK.

OpraHM3sauum, C KOMTOo Beue paboTum:
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Advanced Security Operations Center - peHoCcTH

AHanuna n
KopenupaHe Ha
YKYPHaNHW faHHU

E>xeMeceuyHo
BbHLUHO
CKaHupaHe 3a
yS13BUMOCTH

ABTOMaTM3MpPaHO
OTKpMBaHe Ha
aTaku 1 npobmeun

Mpenopbku 3a
nopobpsiBaHe Ha
CUrypHOCTTa

MpeHTnounumpaHe
Ha BeKTopa Ha
aTaka

ExxeMeceueH
6l0neTuH

Hab6ntopeHve Ha
pa6oTocnoco6-
HocTTa

AHanun3a Ha
BbHLWHUTE
ySi3BUMOCTU

EKcnepTeH Tpuax
aHanu3

Mpenopbku 3a
6baeLo
n3bsreaHe Ha
npo6nema

Loknagun

BroneTtnH npun
creLHu 3annaxu

Onucanwue n
npuYopUTU3MPaHe
Ha aKTuUBUTE

E>xemeceuyHo
BbTPELIHO
CKaHupaHe 3a
yS13BUMOCTH

Threat hunting

OnpepensiHe Ha
ekcnosuumsaTa
KbM aTaku (attack
surface)

BiloneTuH,
06BBbpP3aH
ycTpoycTBaTa Ha
KNueHTa

0auT Ha

MHPPACTPYKTY-
paTa

AHanu3s Ha
BbTPELIHNUTE
ySi3BUMOCTU

AHanu3 Ha
Bb3MOXXHOCTTA 3a
noBTOpPEHNE

06yueHue 3a
nosuaBaHe Ha
3HaHWATa 3a
KnbepcurypHocTTa

ABTOMaTM3MpPaHoO
OTKpMBaHe Ha
aKTuBUTE

PaswwupeH

ekcnepTeH

aHanu3 Ha
ySI3BUMOCTUTE

AHanus Ha
B/IUSHMETO

KoMnoTbpHU ekc-
nepTuaun (CbpebPU,
paboTHM CTaHLuK,
MPE>KOBU CUCTEMM)

PesepBHU Konus Ha
KOHdUrypaumsTa Ha
MPEXXOBU CUCTEMU

Mpenopbku 3a
OTCTpaHsBaHe
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